Gen. 97] 95

PUBLIC INFORMATION ACT

PERSONAL E-MAIL ADDRESSES— NOT CATEGORICALLY EXEMPT
FROM DISCLOSURE, BUT CUSTODIAN MAY REASONABLY
PETITION FOR A 810-619COURT ORDER ALLOWING THE
WITHHOLDING OF E-MAIL ADDRESSES THAT DO NOT
SHED LIGHT ON GOVERNMENT ACTIVITIES

December 21, 2012

The Honorable J. Douglas Howard, President
Board of County Commissioners of Carroll County

On behalf of the Board of County Commissioner€afroll
County, you have requested our opinion on two e€elajuestions
arising under the Public Information Act, Md. Codan., State
Gov't 88 10-601 to 10-630 (“the Act” or the “PIA”)Specifically,
you ask whether the Count?/’s custodian of recordstrgrant a
PIA request for the e-mail addresses of privatezes who
correspond electronically with County officials aachployees or
S|g?n up for County newsletters, or whether the adiah may
refuse to release those e-mail addresses on thmdgpahat the
Commissioners reasonably believe that doing so malim the
public interest. You éarowded us with the Countytolney’s
opinion, which concluded that none of the statutexgmptions
from disclosure applies to such e-mail addressek that the
County’s likelihood of success in letainin a coortler to
withhold the information under § 10-61®ould be “slight.”

We agree with the County Attornexs conclusiont thiae
County would need leave of court to withhold thespeal e-mail
addresses it has collected from citizens who hayeed up for a
newsletter or written letters to County officials @mployees; as
we explain below, the PIA contains no exemptions demalil
addresseper se We slightly diverge, however, from the County
Attorney’s assessment of the County’s chance ofessgin such
a lawsuit because we think that a Maryland coughtfind that
the disclosure of personal e-mail addresses in sim@nstances
intrudes on privacy interests, or discourages eamisz from
contacting their government, in a way that is umasated by the
public’s interest in disclosure.

' Except as otherwise noted, all statutory citatinghis opinion
refer to Title 10 of the State Government Article tbe Maryland
Annotated Code (2009 Repl. Vol., 2011 Supp.).
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The determinations to be made by an official atisio when
considering whether to invoke the § 10-619 proceslare fact-
specific and thus do not lend themselves to briiglet-rules.
Nonetheless, the cases provide some general gaeidemwhen an
official custodian might reasonably pursue thatrseun response
to a request for personal e-mail addresses. W Wwiconvey
that guidance, as well as to confirm the Countyorigy’'s
conclusion that the PIA does not authorize a cuatodo
ulnilaterally withhold e-mail addresses on publiterest grounds
alone.

I
Background

You indicate that your request was prompted bytuatson
in which a requester used the PIA process to olftaim the
County a large e-mail distribution list of addresséconsisting
primarily of citizens with certain policy prefereas” The
requester then posted the list on a website. Mareddressees
protested that their security and identity had beempromised
and that they found the website offensive. Sonieddo be
removed from the County’s e-mail distribution lists

The County’s information technology expert has sinc
advised the Commissioners that e-mail addressege'ses a ‘key’
to many citizens’ bank accounts; credit card stat®s) private

hone records; and health insurance accounts.” axpeert
urther advised the Commissioners that the disctosii the e-
mail addresses “increased the vulnerability of ¢hegizens to
mischief or cyber-theft.” You relate the “firm beli of the
Commissioners that e-mail address redaction isogpiate and
necessary in order to protect the public interest promote the
free flow of information between elected officiatmd their
constituents . . . ."

In compliance with our policy on opinion requestsnf
local governments, you provided the County Attorsegpinion
on whether e-mail addresses contained in corregwmed with
County officials or compiled in a County database subject to
disclosure under the Act. He concluded that e-addresses are
subject to disclosure under the PIA because thayotifall within
the categories of records and information expli@tkcepted from
the PIA’'s broad and presumptive grant of accesspublic
records. He further explained that the General mkdgs
enactment of a narrow exception for the e-mail esskEs of
senior citizenssee8 10-617(m)(2), suggests that a broader ex-
ception for personal e-mail addresses should natfeered. The
County Attorney noted that the County could temptyra
withhold e-mail addresses on the ground that dssck “would
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cause substantial injury to the public interesg&8 10-619, but
that it would need leave of court under that pnovisn order to
permanently withhold the e-mail addresses for thedison.
Finally, he opined that the County would have oalyslight”
chance in court of succeeding on a petition to kattd the e-mail
addresses on public interest grounds alone.

After you submitted your request, legislation waisaduced
in the General Assembly to require a custodian teny
inspection of the part of a public record that umds the
electronic mail addresses of individuals who weet & [certain
type of] newsletter from a public official . . . .The bill, which
received an unfavorable vote by the House Healtld an
Governmental Operations Committee, would have a@plio
newsletters “sent by a mass electronic mailingriteénded to be
for informational purposes only,” and “related toet official
duties of the public official.” House Bill 1202, & (2012)
(proposing language to be codified at 8 10-617(aygilable at
http://mlis.state.md.us/2012rs/billfile/hb1202.htnflast  visited
Nov. 30, 2012)). The bill was ultimately withdrawby its
sponsor.

Il
Analysis

The PIA rests on the principle that “[a;ll persare entitled
to have access to information about the affairgasernment and
the official acts of public officials and employges 10-612(a).
The Court of Appeals has “reiterated on numeroussions that
the PIA reflects the need for wide-ranggng accessptiblic
records, and therefore, the statute should be mtsin favor of
disclosure for the benefit of the requesting partyreland v.
Shearin 417 Md. 401, 408 (2010%ee alspe.g, Kirwan v. The
Diamondback 352 Md. 74, 81 (1998) (“[T]he provisions of the
[PIA] reflect the legislative intent that citizerts the State of
Maryland be accorded wide-ranging access to pulgrmation
concerning the operation of their government.”) teinal
quotation marks omitted). The presumption in favbdisclosure
is reflected in the Act itself, which directs gealér that, “unless
an unwarranted invasion of the privacy of a personnterest
would result, [the Act] shall be construed in fawadrpermitting
inspection of a public record . . ..” 8§ 10-612(b)

There are exceptions to this general rule of dsacle,
however, as codified in five sections of the AGee88 10-615
through 10-619;see also Office of the Attorney General v.
Gallagher, 359 Md. 341, 343 (2000). These enumerated ex-
ceptions delineate certain categories of recordks iaformation
that variously must, or may, be excluded from puiiispection.
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Id. Nonetheless, a public record is presumptivelgilaile for
inspection and copying unless the record (or phit) as exempt
from disclosure under any of the exceptions recoghiin the
Act. 920Opinions of the Attorney Genera6, 28-30 (2007). The
records custodian bears the burden of proving pipbicability of
the exception that the custodian has claimed asb#ses for
nondisclosure. Office of the Governor v. Washington Post,Co.
360 Md. 520, 545 (2000).

A. The First Four Sets of Exceptions to the PIA Disslore
Mandate Offer No Categorical Protection for E-mail
Addresses Generally

We have previously concluded that an e-mail canstit a
“public record” subject to the PIA.See81 Opinions of the
Attorney Generall40 (1996). The e-mail address would thus be
subject to disclosure as part of the e-mail unieBs within one
of the five exceptions provided in the Act. Threets of
exceptions—those contained in 8§ 10-615 through61D—
specify the categories of records or informatioat th custodian
mustwithhold from the publicSee generallyMaryland Office of
the Attorney General, Public Information Manual 3a2 through
3-28 (revised 2011) (“PIA Manual”) ayailable at http://
www.oag.state.md.us/Opengov/pia.htm (last visitedg.A 24,
2012)). Section 10-615 contains exceptions thauire the
custodian to deny access to records which mustittdaeld under
other law, such as a court order or a statute the federal
Family Educational Rights and Privacy Act of 197&ection 10-
616 lists several specific categories of recordghsas certain
adoption records, that must be withheld in thetirety. Seee.qg,
8§ 10-616(b). Section 10-617 sets forth the typemformation

2 Section 10-615 provides, in part, that “[a] caém shall deny
inspection if . . . by law, the public record isiileged or confi-
dential . . . .” The Court of Appeals has explained that the tewmamw;'l
for purposes of the section, does not include amltes enacted by
local governmentsPolice Patrol Sec. Sys. v. Prince George’s Cgunt
378 Md. 702, 714 (2003)[T]he General Assembly never intended to
give counties the right to create additional or newan-disclosure
exceptions not contemFIated within the MPIA by dedg information
‘confidential’ in local laws.”). And while the expéon for
“sociological information,” § 10-617(c), authorize®vernmental
units—including counties—to issue regulations déstg the records
that fall within that category, the background ymwvided does not
suggest that the e-mail distribution lists in questwould convey
information that could be described as “sociololgicAccordingly, we
do not believe that the County would be authorimader the PIA to
Promulgate regulations that would exempt personalaé¢ addresses
rom disclosure pursuant to 8 10-617(c).
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that must be withheld from a record that would othee be
disclosable; examples include confidential businesginancial
information. Seege.g, 8 10-617(d), (f). Section 10-617(m) shields
the e-mail addresses of enrollees of senior citcaeners but does
not shield e-mail addresses generally.

The fourth set of exceptions, those set forth iD&18, also
pertains to specified categories of records orrmédion, but the
exceptions araliscretionaryin that they permit a custodian to
deny inspection when it would be “contrary to theblx
interest.” Examples of the records and informatmvered by
the discretionary exceptions in 8 10-618 includmrds of certain
investigations and security procedures and the ieaddresses of
students of, or applicants to, public institutiom$ higher
education.Sege.g, 8 10-618(f), (j), (m).

The County Attorney concluded, and we agree, tbaerof
the statutory exceptions set forth in 88 10-61®ugh 10-618
allows custodians to categorically withhold perdomamail
addresses on privacy grounds alone. Put anothgrthvase four
sections do not include a “catch-all” protectionr fpersonal
privacy. Police Patrol Sec. Sydnc. v. Prince George’s County
378 Md. 702, 716-17 (20033ge also Office of the Govern@&60
Md. at 554 (explaining the lack of specific exceps that would
permit a custodian to unilaterally withhold recoadsthe grounds
that disclosure would harm the “public interesglease “personal
information,” or constitute an “unwarranted invasif privacy”);
Kirwan, 352 Md. at 88-89 (explaining that the directine8 10-
612(b) that the PIA be construed to avoid the “umaraed
invasion of privacy” does not create an excePtibut rather
limits the presumption of disclosure); &pinions of the Attorney
General702, 709-10 (1976) (explaining that a custodian
unilaterally deny inspection of information on thele grounds
that the “disclosure of names and addresses oaatan public
records may be commercially exploited or otherwised in a
manner irksome or offensive to the individuals amned”). That
leaves the Act’s fifth type of exception, availableder § 10-619,
as the only route to a public body’s non-disclosofrpersonal e-
mail addresses on privacy grounds alone.

B. Section 10-619: The “Public Interest” ExceptioiBy Leave
of Court

Section 10-619 permits an official custodian to ydem
request when he or she “believes that inspectionldycause
substantial injury to the public interest . . . §'10-619(a). This

% Section 10-619 provides in its entirety:

(continued . . .)
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grant of discretion comes with restrictions, thesimmportant of
which is that the official custodian may not invogel0-619 to
deny access to a record without filing an actiortincuit court,

within ten working days of the denial, for an orgermitting the
continued denial of access. 8§ 10-619(b). The neqxktition to

obtain a court order is the defining feature o tbkception; the
failure to do so may be a misdemeanor under § T0a62 could
subject the official custodian to potential Ii]%?ili“for actual

damages that the court finds appropriate.” 8§ 1B(@Z2).

In contrast to the specific exceptions stated in188615
through 10-618, 8§ 10-619 potentially applies to rgvpublic
record subject to the Act. For this reason, 8§ 19-6as been
referred to as the Act's “catch-all” public interegrovision.
Bowen v. Davisgn135 Md. App. 152, 165 (2000). It is an
exception, however, that is reserved for the “ualisase where a
public policy factor should control but none of tispecific
exemptions applies."Cranford v. Montgomery Countg00 Md.
759, 776 (1984)see also63 Opinions of the Attorney General
355, 363 (1978) (observing that the need for § 19-6 based on
the fact that the Legislature “cannot anticipatergwsituation in

(@) Whenever this Part 1l of this subtitle

authorizes inspection of a public record but the
official custodian believes that inspection would
cause substantial injury to the public interes, th

official custodian may deny inspection

temporarily.

(b)(1) Within 10 working days after the denial,
the official custodian shall petition a court to
order permitting the continued denial of
inspection.

(2) The petition shall be filed with the circuit
court for the county where:

(i) the public record is located; or

(i) the principal place of business of the officia
custodian is located.

(3) The petition shall be served on the applicant,
as provided in the Maryland Rules.

(c) The applicant is entitled to appear and to be
heard on the petition.

(d) If, after the hearing, the court finds that
inspection of the public record would cause
substantial injury to the public interest, the d¢our
may pass an appropriate order permitting the
continued denial of inspection.
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which it is a pr_oPriate to refuse to disclose pubdicords”). But
when the official custodian reasonably believeg thaarticular
disclosure would substar_\tiallg harm a particulabliguinterest,
§ 10-619 provides a fairly broad basis on which dffcial

custodian may temporarily withhold a public recpehding the
court’s ruling.

The official custodian should not withhold recordsder
8 10-619 on a generalized basis, however; the sohave
required “a particularized justification for withlding each
portion of a public record that [a custodian cldimsexempt from
public disclosure.” Prince George’s County v. Washington Post
Co., 149 Md. App. 289, 310 (2003). Nor should théictl
custodian invoke § 10-619 routinelly, as § 10-61% istopgap
exception, intended for the “unusual cageéranford, 300 Md. at
776, where the broader exceptions do not prevectatiures that
would substantially harm the public interest.

C. (I;leésonal Privacy as a “Public Interest” ProtecteBy § 10-

Section 10-619 does not mention privacy considematiand
the Maryland appellate courts have not addresseetheh its
“public Interest” standard provides protection fgersonal
privacy. The courts have, however, addressed @yivansid-
erations in the context of § 10-618, which perraitsustodian to
withhold certain records when disclosure would bentrary to
the public interest.” In that context, the CouiriSpecial Appeals
has treated the unwarranted invasion of privacyaapublic
interest concern.SeeCity of Frederick v. Randall Famil\LLC,
154 Md. App. 543, 573 (2004). More generally, theurt of
Appeals has recognized the seven circumstancesl list 8 10-
618(f)(2), which pertain to various investigatorpdasecurity
records, as ‘“illustrative of the concerns that wouinake
disclosure contrary to the public interessgeBaltimore v. Md.
Comm. Against Gun Bar829 Md. 78, 96 (1993), and those

* That the § 10-619 process is reserved for the $ualicase” may
explain why the process appears to have been antyyrinvoked. It
may also be, however, that requesters withdraw tleguests in order
to avoid the litigation costs that they believe IWdllow when the
agency makes clear its intention to proceed totcotou draw our
attention to e-mail correspondence between the Bove Office and
an unnamed PIA requester where that appears to bawerred.
However, 8§ 10-619 does niquire the requester to appear in court; it
instead entitles the requester to notice and aworopmty to be heard.
See§ 10-619(b), (c). An official custodian’s intentido pursue the
remedy therefore should not be perceived as a tthokaditigation
against the requester.
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enumerated circumstances include the “unwarrantedsion of
personal privacy.” 8 10-618(f‘)(2)(iii). Moreovehe Act directs
that it is to be construed in favor of permittinggpection of a
public record “unless an unwarranted invasion efphvacy of a
person in interest would result.” § 10-612(b).

Accordingly, the concern you state—that the Couwnty’
disclosure of the e-mail addresses of membersegpiilic would
result in the harmful dissemination of private mfation—could
proEerIy be evaluated by the official custodiaragmtential harm
to the public interest when that official is coresihg whether to
temporarily withhold e-mail addresses under § 19-61

D. Weighing the Competing Public Interests of Pasy and
Disclosure under 8§ 10-619: The “Balancing Test”

The Maryland courts have applied § 10-619 in onip t
reported decisions, and neither involved the gaestif when an
“unwarranted invasion of privacy” might result in“substantial
injury to the public interest.” SeeMoberly v. Herboldsheimer
276 Md. 211 81975) (applying the exception as thedified at
Art. 76A, 8 3(f)) andMayor of Baltimore v. Burke67 Md. App.
147 (1986) We therefore must look to the Maryland cases
interpreting other provisions of the Act, and, toeatain extent, to
the federal cases on requests under the Freeddnfopmation
Act, 5 U.S.C. § 552 (“FOIA”"), for documents contaig e-mail
addresses.

1. Maryland Law
In addressing 8 10-618—which, like § 10-619, presgidor

the discretionary withholding of records—the courése applied
a balancing test to determine whether the statytorandated

> In both cases, the court concluded that the cimtodad not
established that disclosure would cause a “subatamjury to the
public interest.” InMoberly, a publicly-controlled hospital denied a
request for records of various salaries and atya'rfees. The hospital
alleged, among other things, that producing theorcsc would
contravene the public interest because the requestged the records
“to find something for the pruriency of curious €aand to pursue a
“vendetta.” 276 Md. at 227. The Court of Appeadsicluded that the
allegations about the requester’'s motives did stdbdish an injury to
the ﬁublic interest.ld. at 227-28. InBurke the city soutr;ht leave to
withhold records pertaining to a waste water treatimplant on the
grounds that disclosure would reveal weaknessdiseirtity’s position
In pending and future litigation. 67 Md. App. &3l The court held
that such a “tactical disadvantage” did not esshibla “substantial
injury to the public interest.’ld. at 155.
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interest in disclosure is outweighed by another ncaple
interest. See Office of the Governd360 Md. at 562 (remanding
the case to the circuit court to perform ‘‘ancamerareview and
balancing test . . . to assure proper vindicatibthe competin
interests” in disclosure and executive privilegelhe Court o
Special Appeals performed such a balancingRamdall Family
LLC, to determine whether disclosure of the custonsy or
“black book,” seized from the operator of a “housé
assignation” would be “contrary to the public irst” under 8
10-618. Weighing in favor of the public’'s interestdisclosure
was a citizen’s allegation that the police departiméad
improperly used the black book to exert influenoeaoparticular
Bu lic official. 154 Md. App. at 573-74. On thther side of the
alance was that the requested disclosure “miglitaerass” the
people listed as customers of the house. at 571. The court
concluded that “the invasion of [the customersﬂ/@c%/ in this
way cannot be characterized as ‘unwarranted’ whalanged
against the public’s right to know and evaluat@infation of this
sort.” 1d.; see alsd~aulk v. State’s Attorney for Harford County
299 Md. 493, 511 (1984) (holding that the publi¢derast in
disclosure was “outweighed by the likelihood thHa disclosure
of [investigative reports during a criminal proceeg would
disturb the existing balance of relations in criatiproceedings”);
64 Opinions of the Attorney Generd36, 241 (1979) Zwith
respect to the public interest determination tariaele under 8 10-
618, advising that the custodian “must carefullyighie the
asserted secrecy interest against the asserteid pubfest”).

Although the Maryland cases are useful for the ggne
proposition that a custodian should weigh a pessgmivacy
Interest against the public interest in disclosutey do not
provide much guidance on what “privacy” is for posps of the
PIA, whether a privacy interest attaches to anviddial's e-mail
address, and how an official custodian might idgritie public’s
interest in the disclosure of an e-mail addresehe federal cases

® Maryland’s PIA was likely modeled on either Caldo’s and
Wyoming’'s public records laws, PIA Manual at 1-Zthb of which
entitle a custodian to seek judicial relief whea thsclosure of records
not exempted from those laws would harm the pubterest. In those
states, too, the few reported cases that addresgrtvision do not
provide much guidance onfglour guestioSee Pagel v. Franscelb7
P.3d 1226 (Wyo. 2002) (a irmin% the custodian’dedmination that
the records were shielded by other law; not reachie alternative
claim that disclosure would harm the public intére8odelson v.
Denver Publ. Cg 5 P.3d 373, 377 (Colo. App_. 2000) (stating ttiak
substantial injury to the public interest is notided in the [Act]” and
that “the substantial injury to the public interegemption contained in
§ 24-72-204(6)(a) is to be used only in those exthimary situations
which the General Assembly could not have iderdifie advance”);

(continued . . .)
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on FOIA, by contrast, do address such questionsl te
Maryland courts traditionally turn to FOIA casesemhthe PIA
provision at issue has a counterpart in FOI8ee e.g, Faulk,
299 Md. at 506see also Blythe v. Stat&61 Md. App. 492, 528
(2005) (referring to certain enumerated exemptionder § 10-
618 as “linguistic clones of . . . enumerated damgender
Exemption 7 of the FOIA”? Although federal law does not
contain a counterpart to the “substantial injury thee public
interest” standard in § 10-619, FOIA does emplog game
phrase8 “unwarranted invasion of privacy” that appaa § 10-
612(b). Accordingly, we believe that Maryland courts waul
look to federal case law for guidance on how tonidg
circumstances that involve an “invasion of priva@fid when
such an invasion is “unwarranted 3See e.g, Randall 154 Md.
é\fg(.f)a)lt 573 (relying on federal FOIA cases whenlypg § 10-

2. The Federal Courts’ Identification of the Competing
Privacy and Disclosure Interests in E-Mail
Addresses and Mailing Lists.

The federal courts have developed a body of lamhen
aspects of “privacy” protected by FOIA and, apptyitnat law,
have often found that personal e-mail addressedicate a
privacy interest sufficient to trigger the balargirof the

Freedom Newspapers v. Tollefsod61l P.2d 1150, 1155-56 (Colo.
Aﬁp. 1998) (holding, in part, that the disclosufahe City employees
who had received severance benefits would not csuisstantial injury
to the public interest in personal privacy).

" The excetptions, or “exemptions,” from disclosuneler FOIA are
traditionally referred to by the paragraph of 5 IC.58 552(b) in which
they are set out. “Exemption 7” refers to 5 U.SG52(b)(7).

8 See5 U.S.C. §8 552(b)(6) (Exemption 6, stating a bread
ception for “personnel and medical files and simiiles the disclosure
of which would constitute a clearly unwarrantedaswn of personal
Prlvacy”); 552(b)(72(C) (Exemption 7(C), statingharrower exception
or certain law enforcement records, “but only ke textent that the
production . . . could reasonably be expected tostitute an
unwarranted invasion of personal privacy”). Althbuge “magnitude”
of the privacy interest needed to outweigh theragein disclosure is
higher for Exemption 6 than for Exemption 7(C), tmurts use the
same test for both exemptions in other res%eldmted States Dep'’t of
Defense v. Federal Labor Relations Autbl0 U.S. 487, 496 n.6
(1994). These provisions allow a custodian of régdo unilaterally
withhold requested documents on privacy groundsiesioing the PIA
ggeéslgot allow without subsequently obtaining arcowuder under §
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competing interests in disclosure and personalapyivunder
FOIA Exemptions 6 and 7(C). The federal courtsehaso

addressed the extent to which the disclosure ot-amd postal
addresses contained in an agency’s mailing listsodimer records
serves the public interest in disclosure of infaioraabout public
business. We did not find reported cases involVA@JA requests
for a government agency’s list of e-mail addregeesndividuals

who have signed up to receive agency notices osle¢ers.

'Il;r(lﬁAPrivacy Interest in an E-Mail Address Requestader

In the context of FOIA, the federal courts haveomtzed
two aspects of an individual's interest in persomavacy. The
first, called the “secrecy” interest, applies tottees “one would
Brefer to keep hidden from other people becausgadigre would

e embarrassing or compromisingdstergren v. Cuccinelli615
F.3d 263, 282 ?4th Cir. 2010). Because that istehinges on
secrecy, it diminishes once the matter has beeriodisd. Id.
The secrecy aspect of privacy is exemplified by“tilack book”
sought in Randall Family recognizing that type of privac
interest, the Court of Special Appeals noted thatdisclosure o
the customers’ names “might embarrass” them. 184 App. at
571. Based on your inquiry, we assume that theraoihing
inherently “embarrassing or compromising” aboutph&gence of
an e-mail address on the County’s e-mail distrdyutists:

The second aspect of privacy, the “control” interes a
“conception of prlvac?/ whereby one does not mlng!rgnuy itself
but nonetheless would prefer to control how perksoriarmation
will be used or handled.Ostergren 615 F.3d at 283. As applied
by the federal courts, “control privacy” comes ipiay when, as
with a Social Security number, an individual “waeg] only
about how [the information] will be used—more speaily,
about whether some unscrupulous person will skei tdentity.”
Id.; see alsaSherman v. U.S. Dep’t of the Armn44 F.3d 357,

® We address your question as to County lists opleewho have

signed up to receive notices generally, and notighg/ou mention of
eople “with certain policy preferences,” as werad know what that
ist would have revealed about them or the GovemiméWNe note,
however, that the presence of an individual’'s idging information
on some lists would, if disclosed, cause the irliai embarrassment.
See Department of State v. R&02 U.S. 164, 177 n.12 (1991)
(“[W]hether disclosure of a list of names is a siigant or ade minimis
threat depends upon the characteristic(s) reveafadrtue of being on
the particular list, and the consequences likelgrisue.”) (citation and
internal quotation marks omitted).
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365 (5th Cir. 2001) (referring to “informational iyacy,”
implicated when the disclosure of a person’s nameé &ocial
Security number would expose that person to fraNd};| Cable

& Telecomms. Ass’n v. FCG55 F.3d 996, 1001 (D.C. Cir. 2009)
(“It is widely accepted that privacy deals with e@hining for
oneself when, how and to whom personal informatoh be
disclosed to others.”).

Control privacy also comes into play when the gowsnt
has compiled a record from already-public informati
Ostergren 615 F.3d at 283. The Supreme Court articulated th
interest inUnited States Dept. of Justice v. Reporters Coraeitt
for Freedom of the Presd489 U.S. 749, 753 (1989), when it held
that a criminal “rap sheet” implicated a privacyeirest despite
the fact that the information compiled therein wseparately
available from other public sources. In so conkctilggthe court
saw “a vast difference between the I|2ublic recohadg might be
found after a diligent search of courthouse filgsnty archives,
and local police stations throughout the countryd aa
computerized summary located in a single clearingho of
information.” Id. at 764;see also Fed. LaboRelations Auth
510 U.S. at 500 (“[A]n individual’s interest in doalling the
dissemination of information regarding personalteratdoes not
dissolve simply because that information may [alygabe
available to the public in some form.”). The pgyaoncerns you
raise—that the disclosure of personal e-mail add®smight
expose the address holders to fraud and harassmentai to
the control aspect of personal privacy.

Because “personal privacy” under FOIA has long recéel
to personal information that an individual has aenest in
controlling,the federal courts have often simply treated irchiligi
e-mail addresses like other personal contact irdtion and have
assumed, without discussion, that disclosure waumlplicate a
personal privacy interest.See e.g, Electronic Frontier
Foundation v. Office of the Director of Nationakéiligence 595
F.3d 949, 961 (9th Cir. 2010) (requiring agency digclose
telecommunications lobbyists’ names, but statingt ttwe can
easily envision possible privacy invasions resgltirom public
disclosure of the e[-Jmail addressesPerformance Coal Co. v.
U.S. Dep’t of Labar 847 F. Supp. 2d 6, 18 (D.D.C. 2012)
(referring to personal information such as mineesll phone
numbers and mine inspectors’ e-mail addresses plscating “a
substantial privacy interest”). Even the “somewdainished”
privacy interest of government employees includean
Identiflable privacy interest in avoiding disclosarof information
that could lead to annoyance or harassmeN&t'| Day Laborer
Org. Network v. U.S. Immigration & Customs Enf. Age 811 F.
Supp. 2d 713, 747 (S.D.N.Y. 2011) (internal quotatimarks
omitted);see also Pinson v. LappiB06 F. Supp. 2d 230, 234-35
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(D.D.C. 2011) _(approviné% the redaction of governmen
employees’ e-mail addresses).

This is not to say that the federal court decisions
unequivocally recognize a privacy interest in peesoe-mail
addresses. One federal magistrate, in addreskmgliscover-
ability of information in civil litigation, questioed the
assumption that e-mail addresses are “private’rmémion:

[Clommon exloerience is that most people do
not adequately protect from disclosure their
birth dates, home addresses or telephone
numbers, e-mail addresses, or drivers’ license
numbers so as to reasonably call them private
or confidential. Instead, that information is
regularly disclosed to friends, relatives,
vendors, credit card companies, schools,
childrens’ [sic] sports teams, on hotel
registers, and the like. There is no evidence
here that the [Defendants] have maintained
this information as private or confidential.

Estate of Rice v. City & County of Deny2008 U.S. Dist. LEXIS
42381 (D. Colo. May 27, 2008). Nevertheless, tlearcmajority
of the federal cases we hg\ée reviewed recognize/aqy interest
in personal e-mail addresses.

19 We note that the definitions of “personal inforinat and
“personal record” appearing in 88 10-611(f) and62@(a) of the PIA
are not inconsistent with the conclusion that oag & privacy interest
in one’s personal e-mail address. Although neittefinition mentions
e-mail addresses specifically, both definitions arelusive and
encompass information that “identifies an individua See88 10-
611(f) (*[Plersonal information’ means informatidhat identifies an
individual including an individual’s address .."); 10-624(a) (“[P]ersonal
record’ means a public record that names or, vadsonable certainty,
otherwise identifies an individual by an identifgifactor such as . . .
an address . . ..").

11 See e.g, Am. Mgmt. ServsLLC v. Dep't of the Army842 F.
Supp. 2d 859, 864 n.4 (E.D. Va. 2012) (referring “t@mes or
[personal] contact information” as implicating “thendividuals’
substantial privacy interest”)Gov't Accountability Project v. U.S.
Dep't of State 699 F. Supp. 2d 97, 106 (D.D.C. 2010) (upholding
agency’s redaction of personal e-mail addressepplicants for board
positions; stating that “the private individuals mtiened in these
records have a clear privacy Interest in avoidimg disclosure of their
personal email addressesBudik v. Dep’t of the Army742 F. Supp.
2d 20, 38 (D.D.C. 2010) (affirming redaction of armail address

(continued . . .)
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In fact, the federal courts have recognized a cbmiterest
in contact information even when that informatieneals little or
nothing about the identity of the person. For eplemnone federal
court has found that the telephone numbers in glednes of
agency employees *“constitute information that ag¥plito
particular individuals . . . despite the fact thias unknown from
the records which individuals are associated widgsé numbers.”
Nat'l Right to Work Legal Def. & Educ. Foundhc. v. U.S. Dep't
of Labor, 828 F. Supp. 2d 183, 192 (D.D.C. 201%ge also
Strunk v. U.S. Dep'’t of Stat&45 F. Supp. 2d 38, 45 (D.D.C.
2012) (finding that coded identities of terminakrss implicated
the users’ privacy interest because they coulddeel wo identify
the users). And, ilHavemann v. Astryehe court upheld the
denial of personal information that did not dirgcildentify
individuals, because the agency established thatdikclosure
“would permit cross-referencing between all of tHata sets
[already]| released to [the requester], as well ddigy available
databases, such that private information can batifcel as
belonging to a specific individual.” No. ELH-10498, 2012 U.S.
Dist. LEXIS 136292, at *31 (D.Md. Sept. 24, 201Zyhe court
explained thatan individual’s privacy interest does not diminish
merely because several steps are needed to copneete
information to the individual’s identity.’ld. at *24. Thus, control
privacy also comes into play when the informatianeg to a
government agency may be combined with other plyblic
available information in a way that identifies herson.

Although Maryland courts have not explicitly addied
whether “privacy” under the PIA includes the “calitraspect of
privacy articulated by the federal courts, we thim&y would turn
to the FOIA law on privacy, as they have turnedh® FOIA law
on other analo?ous terms, and recognize that awido@l has
some degree of a privacy interest in controlling dissemination

when the signature block in the message had besmtoded; stating
that there was no public interest in disclosurdffisient to outweigh

the privacy interest involved”)Nkihtagmikon v. Bureau of Indian
Affairs, 493 F. Supp. 2d 91, 108 (D. Me. 2007) (holdiraf disclosure

of personal e-mail addresses would result in aaftyeunwarranted

invasion of personal privacy”) ﬁlnternal guotationarks omitted);

Physicians Comm. for Responsible Medicine v. Glagkbhl7 F. Supp.

2d 1, 6 (D.D.C. 2000) (ordering agency to disclossumes of

applicants for advisory board positions, ?resumitd] be redacted to
protect personal data such as home addresseshdeemumbers, e-
mail addresses, and social security numbeisiin v. U.S. Dep't of
Interior, 859 F. Supp. 2d 13 (D.D.C. 2012) (upholding, with

dgsgussi;)n, an agency’s redaction of public empts/personal e-mail
address).



Gen. 97] 109

of his or her personal contact informatirithe questions for the
official custodian then become whether that inteiesutweighed

by the public’s interest in the disclosure of tligl@ss, and, if so,
whether disclosure would substantially injure thél interest.

The Public Interest in Disclosure of Addresses on
BIS'[I’IbéJtIOﬂ Lists and E-Mail Addresses in Otherp&g of
ecords

Whether an individual's e-mail address or other taon
information conveys information about public busisalepends,
of course, on the context in which the individuedyded it. In
Electronic Frontier 595 F.3d 949, which involved a FOIA
request for the names and e-mail addresses obtalaanications
carriers’ lobbyists who had contacted the agencybehalf of
their clients, the court instructed that the e-nzaltiresses were
protected by Exemption 6, but only “when not neettedentify

2 We acknowledge that the court’s statemenPiince George’s
County v. Washington Post C449 Md. App. at 326, that “[t]he Intent
of the MPIA . . . is not to exclude from the publidormation that had
previously been disseminated to or known by thdigutvould seem
to signal a rejection of the concept of controivpgdy, as it has been
described by the federal courts. But the contaxwhich the court
made the statement suggests otherwise. Thereutdtedian sought to
withhold a police duty roster comprised of inforroatthat “in many
instances” had been disseminated in press releaskthat the officers
lacked the power to control—name, rank, badge numbecause they
were required to provide it to members of the pubh request.d. at
326-27. Disclosure of that information thus woulot have intruded
upon either the secrecy interest or the contrelrast.

We also acknowledge that this Office has Erevioqmst;dicted that
the disclosure of one’s marital status and othesgeal Information
from marriage records would not result in “subgtnbjury” under the
predecessor to § 10-619 when that information tenomade public
anyway. 610pinions of the Attorney Generat 708-09. We issued
that opinion well before the Supreme Court opirteat fin individual's
interest in controlling his or her personal infotmoa “does not
dissolve” because the information is publicly azhlé “in some form,”
Fed. Labor Relations Auth510 U.S. at 500, and well before the rise of
“data brokers” and others who compile personal rinfition on
individuals by electronically aggregating bits affarmation from
public and private sourcesseeFederal Trade CommissioRyotecting
Consumer Privacy in an Era of Rapid Change: Reconaaigons for
Businesses and Pollcymake(’2012? @vailable at http://ftc.gov/os/
2012/03/120326privacyreport.pdf (last visited Deo, 2012)3. We
believe that these developments may well have reddebsolete our
earlier opinion’s implicit limitation of “privacy”to matters that are
secret.
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the party communicating with the government .”. Id. at 961.
The court continued:

If, however, a particular email address is the
only way to identify the carriers’ agent at
issue from the disputed records, such
information is not properly withheld under
Exemption 6 because this minor privacy
interest does not counterbalance the robust
interest of citizens’ right to know “what their
government is up to.”

Id. (quoting Reporters Comm 489 U.S. at 773) (internal
guotation marks omitted, emphasis in original))s &flected in
Electronic Frontier the public interest in disclosure will likely
outweigh privacy interests when the personal e-adlress is the
only means of identifying the person who is seekminfluence
public policy.

When the requested addresses merely appear on

government-held lists of people who have signedaipeceive
Information or comply with a registry requiremerowever,
federal courts have questioned whether the infoaomasheds
light on “what the government is up told. (internal quotation
marks omitted). IBibles v. Oregon Natural Desert Ass%il9
U.S. 355, 355-56 (1997), the Bureau of Land Managgenhad
denied a private organization’s request for thenags mailing
list of individuals who had signed up to receiveeavsletter. The
only asserted public interest in disclosure wasdiganization’s
interest “in knowing to whom the government is dineg
information . . . so that those persons may recai@mation
from other sources that do not share the [Bureagh}interest in
presenting government activities in the most fabltzralight.”
Oregon Natural Desert Ass’'n v. BibJe83 F.3d 1168, 1171 (9th
Cir. 1996). Although the Ninth Circuit Court of ppals had
concluded that that interest outweighed any priviatgrest held
by those who appeared on the mailing list, the &upr Court
reversed, stating that the requester’s intendedotiske records
had “no bearing” on whether FOIA required disclesaf the
mailing list. Bibles 519 U.S. at 356. Instead, the Court
instructed the lower court to determine whethercldsng the
addresses would “she[d] light on an agency’s penfince of its
statutory duties’ or otherwise let citizens know hat their
government is up to.”d.

Similarly, in Minnis v. United States Dept. of Agriculture
737 F.2d 784 (9th Cir. 1984), the Ninth Circuit efththe denial
of a lodging operator's request for the names atdtesses of
entrants in a lottery for river access permits. n€hading that
“there is little or no public interest served bysdosure of the
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information sought,” the court noted that the conmoma
requester had not shown either “that governmewtassre of this
list is needed to inform the Interested public” waio
accommodations on the river or that “disclosure dwelp him
oversee the lottery’s fairness.’ld. at 786-87;see also Wine
Hobby USAInc. v. .R.§.502 F.2d 133 (3d Cir. 1974) (upholding
the denial of an equipment distributor’s requesttfi@ names and
addresses of people who had registered as prodoterse for
family use on the ground that the requester hacestblished a
public interest in disclosure);akin Law Firm P.C. v. Federal
Trade Comm’n 352 F.3d 1122 (7th Cir. 2003) (ur)holding
agency’s refusal to provide law firm with names resses
submitted by people who had complained about friundubilling
practices because that information did not beathenagency’s
activities); HMG Marketing Associates v. Freemd&®23 F. Supp.
11, 14 (S.D.N.Y. 1980) (court observing that itdsnitself “hard
pressed to discern any public interest” in adverssacquisition
8f Itlhe )ma|l|ng list of people who ordered speciattinted silver
ollars).

One theme that emerges from the federal casesistlik
degree to which the disclosure of a list of privestmail addresses
sheds light on government activities depends on g#ierates
the list. For example, a mailing list populatedomoatically by
constituents signing up for a newsletter mail1 reveath about
the constituents’ policy preferences, but it sheddight on the
government’s own conductSee Electronic Frontiers595 F.3d at
961 (“[ljnformation about private citizens that @ecumulated in
various governmental files but that reveals lititenothing about
an agency’s own conduct is not the type of inforamato which
FOIA permits access.”) (quotingrorest Serv. Employees for
Envtl. Ethics v. U.S. Forest Ser624 F.3d 1021, 1025 (9th Cir.
2008)). But if the government were to generate tistitself,
through the application of a set of criteria thatdevises, the
decision to whom to direct its message may revaathmabout
governmental conduct.

We think a Maryland court would find federal casesh as
Electronic Frontier Bibles and Minnis generally illustrative on
when personal information has a bearing on whagtwernment
“is up to.” The federal courts’ objective aﬁproaorthe public’s
interest in disclosure is consistent with that rakeg Maryland
courts, which also look to the interest of the pubdther than the
motives or needs of the particular request&eeMoberly and
Burke discussedupraat n.5.

Applicability of the FOIA Privacy Cases to the PIA

Although the federal cases provide useful guidamtdiow
to analyze the competing public interests in privacy and
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disclosure, important differences between the P &OIA
caution against following theutcomesof federal case law in the
same manner. FOIA does not contain an analog ® th
requirement in 8§ 10-619 that records may be withloslly where
the disclosure of the requested records would ‘& stantial
injury to the public interest.” Instead, the stard for non-
disclosure under Exemptions 6 and 7(C) focusesredytion
“personal privacy.” As a result, whenever disclesimplicates
even a “very slight” [arivacy interedted. Labor Relations Auth.
510 U.S. at 500, the burden under federal law shift the
requester to show that “the public interest soughie advanced
Is a significant one,” and that the informatiorilikely to advance
that interest."Casa de Marylandinc. v. U.S. Dep’t of Homeland
Security 409 Fed. Appx. 697, 700 (4th Cir. 2011) (quoting
National Archives & Records Admin. v. Favigddl U.S. 157,
172 (2004) (internal quotation marks omittedgee also
Yonemoto v. Dep't of Veterans Affaitéo. 10-15180, 2012 U.S.
App. LEXIS 1108, *23-29 (9th Cir. Jan. 18, 2012yrtenarizing
Supreme Court cases on the balancing test). TRAedBés not
have this burden-shifting scheme, but instead pldbe burden
squarely on the agency to establish that disclosunagld “cause
substantial injury to the public interest.” Mamytis more
demanding standard means that federal FOIA pretedea less
persuasive with regard to determining the ultimagght to be
accorded the competing interests in privacy andahsire.

So, while FOIA’s broadly-worded exemptions mightkaa

‘J_)ersonal identifying information . . . regularlyxempt from
isclosure,”Lakin, 352 F.3d at 1124, § 10-619 will apply only to

the non-routine circumstance in which the spec#xceptions
created by the General Assembly do not providepitmeection
needed to avoid a particular and substantial harrtheé public
interest. The usefulness of the federal cases, isenot in the
outcomes they reach, but in how they describe #ievant
privacy and disclosure interests at stake.

3. The Upshot for Official Custodians in Maryland

In our view, it would usually be reasonable for tifécial
custodian to infer that some degree of a privatgrest attaches
to a personal e-mail address, whether or not thdread is
assoclated with information that would embarrassampromise
the individual to whom it belongs. If there is ergonal privacy
interest in a requested e-mail address, the neptwbuld be to
identify the competing public interest in disclosuas the court
did in Randall In this regard, too, a Maryland court might find
persuasive, and we think an official custodian datﬂasonabl?/
turn to, the federal courts’ reasoning on the edxtenvhich e-mai
addresses and other contact information, by thereseshed light
on government activities. The official custodidrosld identity
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the disclosure interest objectively, without coesation of the
requester’'s motives or intended use.

Finally, the official custodian should evaluate wWiez the
disclosure of the e-mail addresses would *“causestanbal
injury” to the public interest. This standard ntigieem hard to
meet, but a by-product of the prospect that theegawnent might
disseminate one’s personal contact informationtters is that
Beople will be reluctant to provide that informatio While that

y-product might not su_bstantlallg injure the pabhterest in all
circumstances, we can imagine that in some cashbsliag effect
on a person’s willingness to sign up for e-mailiceds—such as
extreme weather alerts and emergency school cleshegquld
reasonably be deemed a substantial injury to thdiginterest in
the County’'s ability to disseminate such notifioas. The
possibility of such a chilling effect, as well abet securit
concerns you state, would pose questions of facthi® officia
custodian, and then the circuit court, to evaluatgauging the
magnitude of the potential harm to the public iestr

11
Conclusion

While the Public Information Act contains excepton
applicable to certain senior citizens’ and studergsmail
addresses, it does not permit records custodianmilaterally
withhold an e-mail address solely on the grounds thsclosure
would substantially harm the public interest. Q#l custodians
ma temporariIY withhold or partially redact a pmral e-mail
address on public interest grounds alone, pendoaue’s review
under 8 10-619, when (a) they reasonably beliegettie e-mail
address either would provide no information abdw@ County
government, or, if it does provide such informagitvat it can be
partially redacted to disclose that information,dafb) the
circumstances are such that the disclosure wouldseca
“substantial injury” to the public interest. Tleedeterminations
will depend on the facts of each case. The cneatib any
categorical exception for e-mail addresses under HEA,
however, is a matter for the General Assembly.
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